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But what is Flatcar, again? 

ImmutableContainers ready Automated updates



Containers ready

● Docker

● Containerd

● (opt-in: Podman, cri-o)



Immutable



(Glossary of the automatic updates)

Alpha Alpha

Beta Beta

Stable Stable

Channel

TimeRelease Release
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(Glossary of the automatic updates)
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Patch (or maintenance level)



(Glossary of the automatic updates)

3815.2.5: Stable maintenance release
4012.0.0: New major Alpha
3975.1.1: ?
3033.3.18: ?



Automated updates



Example: RegreSSHion

● CVE-2024-6387 (OpenSSH)

● Monday: public announcement

● Tuesday: Flatcar users safe on all channels



Ignition
● Used by Flatcar, Fedora CoreOS, and OpenSUSE MicroOS
● On first boot: configure based on config file

● Produce the machine specified, or no machine at all

● User-friendly config transpiler: Butane



butane < config.yaml > config.json



Now, what is new in Flatcar?



Cluster API

TL; DR: Deploy Kubernetes from Kubernetes



Cluster API - Ignition support



Cluster API - Flatcar templates

● AWS

● vSphere

● (Hetzner)

● (Known to work with Tinkerbell)

● Azure

● OpenStack

● Akamai/Linode



systemd-sysext



systemd-sysext - opt-out extensions



systemd-sysext - community extensions



systemd-sysext - provisioning



Flatcar Linux on Hetzner Cloud



Hetzner Background

● German hosting provider

● 3 Datacenter parks in Europe + 3 Cloud-only locations in the US+Singapore

● Hetzner Cloud is an Infrastructure-as-a-Service provider
○ VMs, Block Storage, Load Balancers, Private Networks



Running Flatcar on Hetzner Cloud

● No API to directly upload images

○ Workaround: Server -> Rescue -> Overwrite Root Disk -> 

Snapshot

○ Solutions: Packer or hcloud-upload-image

https://developer.hashicorp.com/packer/integrations/hetznercloud/hcloud
https://github.com/apricote/hcloud-upload-image/


Flatcar on Hetzner Cloud Demo

Adapted from Flatcar Docs

https://www.flatcar.org/docs/latest/installing/cloud/hetzner/
https://asciinema.org/a/RAXOlozAEPFh9pJ19A22g7x5a


Adding a new Platform to
Flatcar Linux

Using Hetzner Cloud as an example



Platform Integration Steps



Platform/OEM Identifier

● Behaviour of many components depends on the platform

● Choose a single platform identifier that is used in all places

● For us: hetzner



Metadata Service

● When creating a VM, the user can choose to install an authorized SSH Key,

and set some arbitrary “user-data”

● Made available through the Metadata Service
● On the VM through a link-local IPv4 address



Ignition

● Platform Integration

○ Read config file from platform-specific file / URL

● Hetzner

○ Read from the Instance Metadata user-data endpoint

○ GET http://169.254.169.254/hetzner/v1/userdata
=> Parse => Pass to ignition



Afterburn

● “one-shot agent for cloud-like platforms”

● Hostname, network configuration, authorized SSH Keys, “attributes” 

from instance metadata, boot check-in
● Used in Flatcar and Fedora CoreOS



Afterburn Attributes

● AFTERBURN_HETZNER_AVAILABILITY_ZONE
● AFTERBURN_HETZNER_HOSTNAME
● AFTERBURN_HETZNER_INSTANCE_ID
● AFTERBURN_HETZNER_PUBLIC_IPV4
● AFTERBURN_HETZNER_PRIVATE_IPV4_0
● AFTERBURN_HETZNER_REGION



Flatcar OEM Images > flatcar/scripts

● common-oem-files
○ Sets Kernel Parameters with Platform ID through grub

● oem-$platform
○ Pre-installed sysext for any additional files or agents for the Platform

○ amazon-ssm-agent, WALinuxAgent, …

● vm_image_util.sh
○ Platform ID, Disk Layout, Disk Format (raw, qcow2, vmdk), which 

sysext and package  to install



Building Images

● Flatcar provides an SDK (Container Image) for this (flatcar.org/docs)
● ./run_sdk_container -t

./build_packages

./build_image

./image_to_vm.sh --from=$image_path --format=$platform
● Upload & test

● Open pull requests with the proposed changes

● Ask a maintainer to build the images in CI for you

https://www.flatcar.org/docs/latest/reference/developer-guides/sdk-modifying-flatcar/


● Features are worthless if no one knows how to use them

● Topics

○ Tutorial for deploying a Flatcar server on your provider

○ Which platform features work, and which do not

● For Hetzner Cloud

○ ❌ SSH Key optional => initial root password

○ ❌ Volume automount

Documentation



Tests

● Flatcar test suite for OS functionality: mantle
● Runs on different platforms

● Needs glue code for your platforms APIs

● Donate resources for tests before each release

● Tested platforms can be marked as “Official” vs 

“Community Supported” 



Platform Integration Tips & Tricks

● Join the Matrix channel and ask questions

● Find an experienced maintainer to help guide you through the process

● Invest time into your dev setup, low iteration time is very valuable

● Experiment: Try to make changes and see what happens



Links and
resources

Generated with Libre QR from Framasoft

Thanks a lot - see you on 
the Flatcar booth!



Appendix



Afterburn

pub trait MetadataProvider {
  fn attributes(&self) -> Result<HashMap<String, String>>
  fn hostname(&self) -> Result<Option<String>>
  fn ssh_keys(&self) -> Result<Vec<PublicKey>>
  fn networks(&self) -> Result<Vec<network::Interface>>
  fn boot_checkin(&self) -> Result<()>
}



Flatcar OEM Images > Afterburn Services

● Hostname  - flatcar/bootengine
○ Enable flatcar-metadata-hostname.service for $platform

● Authorized SSH Keys  - flatcar/init
○ Enable sshkeys.service for $platform

● Attributes  - flatcar/scripts
○ Enable coreos-metadata.service for $platform



Cluster API

Management cluster Provider implementation Workload cluster



Cluster API - Management Cluster



Cluster API - Provider implementation



Cluster API - Workload cluster



Flatcar on Hetzner Cloud Demo

export HCLOUD_TOKEN=<your token>
export CHANNEL=stable
IMAGE_URL=https://${CHANNEL}.release.flatcar-linux.net/amd64-usr/current/flatcar_production_hetzner_image.bi
n.bz2

hcloud-upload-image upload \
  --architecture=x86 \
  --compression=bz2 \
  --image-url=${IMAGE_URL} \
  --description flatcar-${CHANNEL}-x86



Flatcar on Hetzner Cloud Demo

version: 1.0.0
variant: flatcar
systemd:
  units:
  - name: nginx.service
    enabled: true
    contents: |
      [Service]
      EnvironmentFile=/run/metadata/flatcar
      ExecStartPre=-docker rm --force nginx1
      ExecStartPre=-bash -c "echo \"Hello from $COREOS_HETZNER_HOSTNAME\" > /var/www/index.html"
      ExecStart=docker run --name nginx1 --volume /var/www:/usr/share/nginx/html --net host nginx:1
      ExecStop=/usr/bin/docker stop nginx1

(Minimal example, does not work directly)

butane < nginx-example.yaml > nginx-example.json



Flatcar on Hetzner Cloud Demo

SNAPSHOT_ID=<ID from hcloud-upload-image>
SSH_KEY_ID=<your ssh key id>

hcloud server create \
  --name flatcar-test \
  --type cpx11 \
  --location fsn1 \
  --image ${SNAPSHOT_ID} \
  --ssh-key ${SSH_KEY_ID} \
  --user-data-from-file nginx-example.json



Flatcar on Hetzner Cloud Demo

local$ curl $(hcloud server ip flatcar-test)
Hello from flatcar-test
local$ hcloud server ssh -u core flatcar-test
server$ systemctl status nginx.service


